E3 Optical Multiplexer SNMP Agent Description
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General

The installed on the multiplexer SNMP agent allows the monitoring of the equipment through an
Ethernet connection.

List of abbreviations

AIS Alarm Indication Signal

FAS Frame Alignment Signal

LOF Loss Of Frame alignment signal
LOMF Loss Of MultiFrame alignment signal
LOOP Parasitic LOOPback detected

LOS Loss Of input Signal

RAI Remote Alarm Indication signal

TI Trace Identifier

TIM Trace Identification Mismatch

Additional features

In ECoCoMS’ E3 optical multiplexer additional features are included. These features are
obtained by using bit 12 of E3 FAS (reserved for national use) and organizing a multiframe over
it. In the multiframe both equipment — the local one and the remote one, can exchange
information which allows to:

Monitor the remote E3 interface from the local host;

Monitor the remote E1 interfaces from the local host;

View bit errors on the local and remote E3 interfaces from the local host;
Insert trace identifiers to the local and remote equipment;

Compare the expected TI with the received TI and generate TIM alarm;
Detect LOOP if the received TI is equal to the transmitted TI.

AN RE LD =

The monitoring of the remote unit reduces the number of trap receiver IP addresses.

The detection of parasitic loopback gives the advantage of the ECOCoMS’ E3 optical multiplexer
to operate over single fiber using a simple optical splitter.

© ECoCoMS Ltd. 2007



Description

Initially the units are configured with the following IP address: 192.168.10.1 or 192.168.10.2. To
establish your first connection to the unit you have to configure your network connection in the
following way, for example:

Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned automatically if your network, supports
thiz capability. Othensize, you need to ask pour network, administrator for
the appropriate [P zethings.

(") Obtain an IP address autarmatically
{#) Usze the following IF addrezs:

IP address: 192 .188. 10 . 3 |
Subriet mask: | 255255255 . 0 |
Default gateway: | 192 .188. 10 . 10 |

Please, make sure that no other devices in your network have the same IP addresses, or for the
initial setup of the unit connect only one single computer to its LAN port.

After this you have to download the file e3control.mib from ECoCoMS website following the

link http://www.ecocoms.com/home/bg/services/software#e3/o-mib.

Then you have to copy this file in the appropriate directory of your SNMP based Network
Management System.

An example of how to proceed further is given using iReasoning MIB Browser. At startup the
browser shows the following:

iReasoning MIB Browser

FIE Edit  Operations  Tools  Help
5= LoadMIBs  Chrl+L

UnLoad MIGs

& Exit
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Here you have to load e3control.mib, which is already in the directory named mibs of this
browser main directory.

“* _jReasoning MIB Browser

File Edit ©Operations Tools Help

Address: |

@ MIE Tree

# Open
Look in; [f D||

E ||:-|::| econtrol, mib E BCo_0

My Recent £ ] b4
Docurnents

File name: |nntru:u|.mi|:| | [ Qpen

|:_ Files of bype: |4, Cancel

Step 1: Now you are ready to enter the IP address of the unit to be monitored, as shown below:

iReasoning MIB Browser Type 192.168.10.1 here, and
File Edit Operations Tools Help pres Advanced buttOl’l
Address: 192,168, 10,1 <« wl.D.uzl\v'anu:eu:l.A
Resulk Tabl
MIE Tree

Advanced

Address [192,168.10.1 |

[ setup Port |161 |

Type public here

I |

Read Community eessss  «—— " | Type private here

write Community |eesesse 4—— I | Set SNMP version to 1
SHiP version | S | |

SMMPYE

LiSM User | |

Auth Alogrithm 105

&uth Password | |

Privacy Alogrithm  [ES

Privacy Password | |

Contexk Name | |
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Step 2: Now you can proceed to setup the unit according to its further connection in your NMS.
Open the setup tree:

# jReasoning MIB Browser

File Edit Operations Tools Help

Address; |192.168.ID.1 w | f

SHMP MIBs
" JE Tree
=\ Ecocoms.isa,org.dod.internet  private. enterprises. ecocoms. embedded.opl | —

() product

[h &3

[h el

[#-07) Errors

=) setup
hostIP
maskIP
gatelP
trapR.ecieverIP
reset
trap-delay

LA LA A L)

You can check your connectivity by right mouse button on host IP and selecting Get

iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: |192.168.10.1 + | Advanced... OID:|.1.3.6.1.4.1.19424.1.16?.5.1.I v|0peratic-ns: Gek Mext L¥3 ”Go

= Result Table |

MIE Tree
=125 Ecocoms.iso.org, dod.internet. private, ent
-3 product

-3 e3

- el

Brrors

sefup

MamefQID i Walue

TS
L
EEE

0 0 >

J Fﬁd in sub.tree
| Expand subtree

Graph Wisw Chrl+R |
Chrl+G
Chrl4+M

Get Mext

Get Subtree Chrl+E
Sek Chrl+5

walk -
Table Viey Chrl+T
e ————p
mandatory

You should get the default IP address of the unit: 192.168.10.1. If you do not get it, please repeat
thoroughly everything from the beginning of the description.
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In the same manner selecting Set you can setup the desired new IP address of the unit.

# iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: 192,168,101 | Advanced... OID:|.1.3.6.1.4.1.19424.1.16?.5.1.I v|0peratic-ns: Get Mext v @G

Resulk Table |
MIE Tree

=15 Ecocoms. iso.org. dod. internet. private.enk Reme/OID I
& -3 product
B3 e
B0 el
-3 errors
BE} setup

e

Walue

HLa
L]

00 >

Find in subtree

Expand subtree

araph Yisw Chrl+R

Gek 45
Gek Mext Chrl+r
< I} Get Subtree Chrl+E

Mame i Chrl+5
oI0 .1.3.6 Walk Chrl+4
Syntax IpAddy  Table view Cl+T
Access 2ad-wrrE T
CShakic rrAandakarw |

For example typing 10.10.10.10 in the Value of the SNMP SET

- iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: (192,168.10.1 w | Advanced... OQID:|.1.3.6.1.4.1.19424,1,167.5.1.1 » | Operations: | Get Mext

Result Table

MIE Tree
=109 Ecocoms.iso.org, dod.internet, private. ent
-0 product

m[ﬁ e

EJ'E:I el

#-|) errors

EPE} setup
&
rmaskIP
@ gatelP oI |.1.3.5.1.4.1.19424.1.15?.5.1.0 |
trapReciever
reset
trap-delay Value |10.10.10.10 |

MameoID Walue

Data Type |I|:| Address ~ |

&) = | [ k. H_ Zancel
Mame hostIP
OID 1.3.6.1.4,1.19424,1,167.5.1
Syntax IpAddress
| Access read-write
Stakus randatory
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This value of the hostIP address is only an example - you can type any valid IP address in this
field. After that you shall type the same address in the browser Address and repeat the described
in Step 1.

Step 3: In the same way you can change the gateIP address

# iReasoning MIB Browser

File Edit Operations Tools Help

Address: |192.168.10.1 w | Advanced... OID; ‘1.3.6.1.4.1.19424.1.16?.5.3.0 v| Operations: | @et Mext v ’

SHMP MIES Result Table |
; MIE Tree
=-I. Ecocoms iso.org.dod. internet. private ent
B-C3) product
mﬁ e5
mﬁ el
- errors
BF:) setup
o hiostTP
- maskIP
-4 b,
0 re

L tr

Mame//0ID I Yalue

\  Find in subtres

Expand subktree

Graph Yiew Chrl+R
Get Ctrl+G
13t Mext CErlM
Get Subtree CtrH+E

il CEr

Table View CerT

And the trapReceiverIP, which shall coincide with the IP address of your PC, as shown below:

" iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: |192.168.10.1 w | Advanced... OID:|l.3.6.1.4.1.19424.1.16?.5.4.0 v|Operati0ns: ek Mext v | @ Go

SMMP MIBS ) Resulk Table |
(& MIE Tree
=123 Ecocoms.iso.org. dod.internet . private, ent
& -3 product
mﬁ &3
E‘lﬁ el
E}[ﬁ errors
=03 setup # SNMP SET
s 0 hastIP
- maskIP
- gatelP
= AtrapReciever

MamefQID I Walue

OID [.1.3.6.1,4.1.19424,1.167.5.4.0 |

Data Type |I|3 Address L |
; -0 reset
@ trap-delay Value |192.168.10.3 |

[Mame trapRecieverIP Es
Q1D 1.3.6.1.4,1,19424,1.167.5.4 |
S\,fntax IpAddress
y— rad-write
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Once everything in the IP connection is settled the monitoring of the unit is in progress. Here
some examples of the monitoring possibilities are shown:

iReasoning MIB Browser

File Edit Operations Tools Help

address: (192,168,101 + | Advanced,..  OID: |l.3.6.1.4.1.19424.1.16?.2.1.I

SHMP MIBs Resulk Table }
MIE Tree
=405 Ecocoms.iso.org.dod.internet private, ent
B-[C3) product
B0 ea

Mame/OID

Find in subtree

Expand subtree

Graph View Chrl+R.

L eE-ey
D"'h el Chrl+G
[ errors Get Mexk ChrlM
B3 setup Get Subtres  CtrE
Set Ctrl+3
Walk, Chrly
<
ame &3-localStatus
O1D 1361401194241, 167 2.1

Getting the status of the E3 interfaces:

# jReasoning MIB Browser

File Edit Operations Tools Help

Address: |192.168.1E|.1 | Advanced.,.  OIC: ‘1.3.6.1.4.1.19424.1.16?.2.5.0 v‘ Operations: | Get Next v| &
MPMIBs | Result Table ]
4 MIG Tree
e T MameOID Walue
(=123 Ecocoms iso,org,dod internet, private ent ! i
| E‘lﬁ bt e3-localstatus.0 MO _ERRIOR
EIF':} &3 e3-localTl.o opka
L ea-lacalStatus e3-remoteStakus, 0 MO _ERROR
: - e3-recievedremotaTI.0 optb

ctedremoteTI.0 opth

O e3-remotesStatus
o e3-recievedRemoteTl

e
t--[3) errors
k-7 setup

ctedRemotaTl

[ra I W |

| ¢ | ¥

Name e3-expectedRenoteT]
|CID 1.3.6.1.4.1.19424.1,167.2.5
lSwnta Liisolawstring (SIZE (41}

You must set up the TT of the units, which can be settled only locally. You dispose of 4 characters
to shortly describe your line, and be sure that both units in the point to point connection have
different TTs.
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From the Tools menu of the browser you can start the Trap Receiver, as shown:

iReasoning MIB Browser

File Edit Operations Rk

Trap Receiver QI ‘1.3.6.1.4.1.19424.1.16?.2.5.0 v| Operations: |Get Mexk

Trap Sender = |
&l MIE Tree . i |
=) Ecocoms.iso.org.d o
E}lﬁ praduct
= I
f— eS-IocaISti
> e3-localT]
= eS-remnt:f
0 e3-reciev|

Mamef I 1 Yalue

Log Window
i i
- T) errors | Options
-3 setup .
| £ Ilf | >
IMame le3-expectedremateTI

After shortly interrupting one of the transmission fibres, the following traps arrived:

1. Local Alarm RAI:

ol

# Trap Receiver

abe
Description Source Tirne

ic: &) .is0,org,dod.internet. private, enterprises, ecocoms 192,168,101 Fri Ock 0S5 12:25:34 EEST 2007
ic: 6 .is0,org.dod.internet. private  enterprises, ecocoms 192.168.10.1 Fri Ock 05 12:25:32 EEST 2007
Specific Jis0,org.dod. internet, private . enterprises. e 192.168,10.1 Fri Ock 05 12: 1 EEST 2007

| =
L]

]

enterpriseSpecific
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2. Remote Alarm LOS:

# Trap Receiver

abes

Description
Specific: 6; .iso,org.dod.internet. private, enterprises, ecocoms
\is0,org.dod.internet. private. enterpi
Specific: 6; .iso,org.dod.internet. private, enterprises, ecocoms 192,168,10.1 Fri ck 05 12:25:31 EEST 2007

F . 4

Generic: enterprizespecific

|

Variable Bindings:

Name: dso.org dod internet private enterprises. ecocoms. embedded. optic-controller e3. e3-geeu
Value: (IntegeriLOS
[]
< I | =

3. Remote Excessive Errors (during input signal recovery):

" | iReasoning MIB Browser = [B]x]
File Edit ©Operations Tools Help

Address: |192,1658,10.1 v|.0.dvanced... Ol | 1.3.6.1.4.1.19424,1,167.5 v| Cperations: | Get Mext w ’GD

SHMP I"-"IIlEi-?:. Resulk Table

# Trap Receiver |Z|

aren

Description

=123 Ecacoms,

Source
s0.0rg.dod.internet. private. enterprises. ecocoms 192,168.10.1 Fri Ock 05 1 4 EEST 2007
; Jis0.0rq.dod.internet. private.enterprises . ecocoms 192,168,101 Fri Ock 05 12:25:32 EEST 2007
Jis0,org. dod. internet, private .enterprises. ecocoms 192,165,10.1 Fri Ock 0% 12:25:31 EEST 2007

'ﬁﬁ:nm: o

Generic: enterprisebpecific

|

Variable Bindings:

Name: .z0.0rg dod. mternet. private enterpriges. ecocoms. embedded. optic-controller errors. erc-remote 0 =

Indexes Value: (Integer)55

%\'
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Getting the status of the E3 interfaces:

In the same manner the status of the E1 interfaces could bi get. Some illustrative screenshots are
given below:

# iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: 192,168,101 | Advanced... OID:|.1.3.6.1.4.1.19424.1.16?.3 v| Operations: | Get Mext v @G

P MiBs Resulk Table |
MIE Tree

[=IC79 Ecocoms.iso.org, dod.internet. private, ent

-7 product

B3

=5

{3 el-ocal

@[3 elremote

-3 errars

- setup

MamefOID I Yalue

S
L
L]

| Mame el
OID .1.3.6.1.4.1.19424,1,167.3

iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: |192,1658,10,1 | Advanced... OID:|.1.3.6.1.4.1.19424.1.16?.3.1 v|Operati0ns: et Mext w ”GD

Fesult Table |

MarmefQID I Value

0 0 B

[T el-remote

L7 arrnec

| £

[ >
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# iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: |192,1658.10.1 w | Advanced...  OID: |5.1.4.1,19424,1,167.3.1.1.1.0 v| Cperations: | Get Mext v | @ Go

Result Table |
1-local -~
O etloca 2 Name/0ID

[F e Ty

' |

Ex1Errar
,1.3.6.1.4.1.19424,1.167...
IMTEGER {LOS(13, CER(Z),...
ead-only

mandatory

Gl

Jis0.org.dod.internet. private, enterprises, ecocoms. embedded. optic-controller e 1.e1-local.tx 1. tx 1 Error,0 12:31:13 PM 13M of 18M

For the E1 interfaces the possibility to switch off the trap generation is provided for the case that
not all of the E1 ports are connected in the beginning:

#  jReasoning MIB Browser

File Edit Operations Tools Help

Address: |192.168.10.1

.1.4.1.19424.1.167.3.1.1.2.0 v| Operations: | Gek Mext L "Go

| Resulk Table |

" | Adwanced...  OID:

A
— MamefoID Yalue >

MO_ERROR

Find in subtre; ]

Expand subtres

araph Yiew Chrl+R
Gek Ctrl+G
Gek MNext Chrl+M
Gek Subtree Chrl+E

[ Ty s

< i | =
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You can enable (type 0 in the Value field) or disable (type 1 in the Value field) the trap
generation as shown below:

' iReasoning MIB Browser

File Edit ©Operations Tools Help

Address: |192.168.10.1 | Advanced..,  OID: 5.1.4.1.19424.1.167.3.1.1.2.0 v| Operations: | Gek Mext v @ Go

SHMP MIEs Result Table |

Name/QID
tx1Errar.0 MO ERROR

L
L]

S

§ e

# SNMP SET

QI |.1.3.6.1.4.1.19424.1.16?.3.1.1.2.0

E}Eﬂ o3 Data Type |Integer V.l
Iﬂ[ﬁ £x3 Yalue |"D"(enable) or "1"{disable)| |

%

Marne tx1Trap
CID 1.3.6.1.4.1,19424,1,167.,,
INTEGER {DISABLE(L), EM...

| >

\Access ead-only Ll
Status mandatary
Ceefial
Indexes e
Jis0.org. dod.internet. private, enterprises, ecocoms. embedded. optic-controller .2 1.e1-local tx 1.t 1 Trap.0 | | 12:34:56 PM || 140 of 18M |ﬂ

Finally you can define the trap delay for the repetition of a permanent failure indication.
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